IR Security Kit — A1P/A1U
Installation Manual

When installing the iR Security Kit - A1P/A1U, follow the instructions given in this manual.

1 | Package Check

Open the package of iR Security Kit - AIP/A1U and check that the following items are enclosed:

Fig. 1-1
[1] Protect key device - Parallel (for A1P) ....... 1 pc. [4] User’s GUIdE .......ccovveuvvveieiiiiieriieeeeiieeeeeenn 1 pc.
[2] Protect key device - USB (for A1U) ........... 1 pc. [5] Serial number label ............cccovvereeeeennnnen... 1 pc.
[3] iR Series Security System Setup Tool
CD-ROM......cooviitieieeeeeeeeee e 1 pc

About storing the protect key devices and CD-ROM after use

A Instruct the user to store the protect key devices and iR Series Security System Setup Tool CD-
ROM securely because they are necessary for enabling the Security Option again when the option
is disabled by an operational error in Service mode or other. A protect key device is available only
for a copier where the device was used once. Once a protect key device has been damaged by static
electricity or lost, the Security Option can no longer be set. To prevent this problem, instruct the

user to keep each protect key device in a conductive bag.

About handling the protect key devices
To protect the protect key devices from static electricity, note the following:

* When install the devices, wear a ground wrist strap. If no grounding facility is available, connect
the ground terminal of the wrist strap to the frame of the copier.
* Keep each protect key device in a conductive bag and take it out immediately before use.

* Do not touch the connector terminals of a protect key device.




2 | Preparation

2.1 Necessary Materials

a. Parallel connection

* Windows 95/98/NT/2000/XP personal computer
PO
(A1U: Not supporting Windows 95/NT)

* IEEE 1284 parallel cable of 1.8 m or shorter

b. Network connection
(iR C3200/C3200S/C3200N, S3200, CLC3200,
imageRUNNER C3200: Network connection only)
* Windows 95/98/NT/2000/XP personal computer
PO
(A1U: Not supporting Windows 95/NT)
* 10/100Base-T cross Ethernet cable

2.2  Connecting the Copierto PC

1) Turn off the copier power and PC power.

2) Disconnect the Ethernet cable, parallel cable, and
modular cable connected to the copier.

3) Take the enclosed protect key device (parallel or
USB) out of the conductive bag and connect it to
the parallel or USB port of PC.

4) Connect the copier and PC with the prepared paral-
lel cable or cross Ethernet cable.

5) Turn the PC power on.

6) Turn the copier power on.

A

* For iR C3200/C3200S/C3200N,
$3200, CLC3200, imageRUNNER
C3200

While holding down the 1 and 7 keys

on the numeric keypad together, turn

the copier power on. (Keep the nu-
meric keys down for several seconds.)

Power-on with the 1 and 7 keys down

automatically sets the network connec-

tion of the copier.

(IP address: 172.16.1.100, subnet

mask: 255.255.255.0)

7) For use through a network connection, set an ap-
propriate network connection to enable communi-
cation between the copier and PC. If the network
connection is changed, turn the PC power and copier
power off and on.

A

e For iR C3200/C3200S/C3200N,
$3200, CLC3200, imageRUNNER
C3200

Set the IP address and subnet mask of

PC.

(IP address: 172.16.1.10, subnet mask:

255.255.255.0)

2.3 Installing the Protect Key Device Driver

1) Insert the enclosed iR Series Security System Setup
CD-ROM into the PC CD-ROM drive and double-
click the hdd32.exe file on the CD-ROM.

(IRSEC : \English\Vxxxx(version)\hdd32.exe)

2) Select the language and click OK.

Select Languaege ﬂ

Fleaze select the language that you would like to uze during the
inztallation.

3) Click Next.
EAHASP Device Driver Installation x|
= 1

-

Welcome

Thig ingtallation program wil install the HASP Device Diriver on
your system,

This setup will install the HASP Dewice Driver for Microsaft
“windows 95/98/ME and Windows NT/2000/<F.

HASF Driver Yersion: 4.70

In order to update the device divers all open processes
acceszing the diver has to be closed. IF you have any running
applications pleass closs them now, othensiss the installation
program tries to terminate the processes by itself.

Aladdin

LCancel

Fig. 2-2




4) Click Finish to complete the installation.

5) Click Continue.
| R Series Secunty System Setup Tool - Choose Progra._.
Finished Setup will add ikens to the group shown in the Program Group bosx
‘¥ou can enter & new group name or seleck one Fram the Existing
Groups lisk,
The HASF Device Driver has been successfully installed.
Program Group:
Press the Finish button to exit this installation,
Exzisting Groups:
SCom MIC Ukilities “
Arcessories
adobe
gilladdln Adobe Acrobat 4.0
AdobePs 4
imagowEE
i "
< Back Cance iR Series Send System Setup Tool
Micr_’osoft Office Tools _|
Flg 2.3 Onling Services
2.4 Installing the iR Series Security System Continue_| Concel_ |
Setup Tool .
g . . . Fig. 2-6
1) Insert the enclosed iR Series Security System Setup
Tool CD-ROM into the PC CD-ROM drive. . .. . .
) 6) Click Finish to complete the installation.
2) Double-click the Setup.exe file on the CD-ROM. iR Series Security System Setup Tool Setup
(IRSEC : \Enghsh\Vxxxx(versmn)\Setup.exe) iR Seriez Security System Setup Tool Setup was completed successiully,
3) Click OK.

Series Security System Setup Tool Setup

g ‘Welcome ta the iR Series Security System Setup Toal installation
_

Fig. 2-7
program,

Setup cannot install system files or update shared files if they are in use.

Before proceeding, we recommend that vou close any applications you may
be running.

OK

Exit Setup

Fig. 2-4

4) Click the PC icon.

Series Securily System Setup Tool Setup

Beqin the installation by dicking the button below,

Click this button b install iRt Series Securiky System Setup Tool software ko
the specified destination directory,

Directory:
’7C:1quram Files|irt Series Security System Setup Tooli, hange Directory | ‘

Exit Setup
Fig. 2-5




Security Option Addition Proce-
dure

3.1
1) Enter Service mode and press COPIER - Option -
FUNCTIN - DOWNLOAD - OK to make the copier

ready for download.

A

Adding the Security Option

Note that the Security Option cannot
be added in Download mode of Safe
mode (copier power-on with the 2 and

8 keys down).

2) Activate the iR Series Security System Startup Tool
from PC.

3) Check that the type of the connected protect key
device is bi-Centronics for A1P or USB for A1U.
Then click OK.

. The information of the connected Protect Key Device

he following Protect Key Device is connected.

The information of the connected Protect Key Device:

Type H Dai-Cemrunics

Status : unused

Target Model ( Serial Humber :

Fig. 3-1

4) For parallel connection, select bi-Centronics and
click OK. For network connection, select Network,

enter the IP address of the copier, and click OK.
[Elx]

&, Interface Configration

Select the interface with which communication is
done and click <OK> button.

< bi-Centronics & network

Input IP address of the target machine.

[172.16.1.100

Fig. 3-2
5) Click OK.
|Inf on the !

Connected Model Unit Country/Region  Language Wersion Serial Number

<Security Setup Tool>

Click =0k button if preparation for installation of Security Option is ready

1.Turn off a PC and the machine,
and then connect them using a neteork cable.

2 Turn on the maching, and start the download mode in the service mode

Don't remove the Protect Key Device

Cancel

Fig. 3-3

6) Click OK.

Information on the machine connected.
Cotmected Mode' Uit Country/Region Language Wersion Serial Muber
[iRz3200 |svsTEM |us [o141 | 615157

len

This will setup the Security Option.

Cancel

Fig. 3-4



7) Click END.

ion on the

I
Connected Model Unit Country/Region  Language Wersion Serial Murmnber

[iRC3200 | SYSTEM s len [01.41 | mtE15157

Security Option Setup is completed.

Fig. 3-5

8) Click OK to finish adding the Security Option.

1' ion on the
Caonnected Model

Unit Country/Region  Language Wersion Serial Murnber

[iRC3200 | SYSTEM us len (0141 | mtE15167

Security Option Setup is completed.

WWhen the security option is set up, do check according to the following steps:

1. After ending the Toal, perform the fallowing:
Turn off the machine and the PC
Remave the netwark cable used to connect the PC and the machine
Turn an the maching
2. Turn on the security functions using the service mode,
then check to see the security function is enabled in user mode

OK

Fig. 3-6

9) Turn the copier power off and on.

3.2 Setting Service Mode and User Mode
The Security Option is of the two types below. This
option is enabled only after setting both in Service
Mode and User Mode.

* Hard Disk Data Complete Erase

* Job Log Display

The setting procedure is as follows:

1) Check the user request and set each item in Service
Mode accordingly.
After the following setting, choices for the Security
Option are displayed in User Mode.

A

* For iR C3200/C3200S/C3200N,
$3200, CLC3200, imageRUNNER
C3200

The items are displayed in Level-2

Service Mode.

For Level-2 Service Mode, enter the

initial screen of ordinary Service Mode

(User Mode key + 2, or 8 + User Mode

key) first. Then press the User Mode

key and 2 sequentially.

¢ Hard Disk Data Complete Erase

<Function>

Set whether or not to delete data completely from the
hard disk by overwriting O or random data to the file
division at the logical file deletion timing (manage-

ment data deletion timing).

<Service Mode items>
COPIER > Option > USER > HDCR-DSP

<Setting range/Operation>

0: Do not display in User Mode/Do not erase data (De-
fault)

1: Display in User Mode/Write O data once

2: Display in User Mode/Write random data once

3: Display in User Mode/Write random data three times

Change the set value from O to 1, 2, or 3.

R

Memo

The greater the set value, the higher
the data security on the hard disk.




e Job Log Display
<Function>
Set whether or not to display the history of copying,

fax communication, and printing.

<Service Mode items>
COPIER > Option > USER > LGSW-DSP

<Setting range/Operation>
0: Do not display in User Mode (Default)
1: Display in User Mode

Change the set value from O to 1.

2)Once you have entered System Settings in User
Mode, the Hard Disk Data Complete Erase and Job
Log Display buttons. Set the buttons to ON or OFF
according to the user request.

3.3 After Work

1) Check the serial number of the copier and turn the
power off.

2) Remove the protect key device from PC.

3) Turn the PC power off.

4) Disconnect the cross Ethernet cable between the
copier and PC.

5) Connect the Ethernet cable, parallel cable, and
modular cable disconnected before work.

6) If the network connection of the copier has been
changed, reset the connection to the original set-
tings and turn the power off and on.

7) Enter the serial number of the copier into the en-
closed serial number label and stick the label to the

protect key device (parallel or USB).

Fig. 3-7

8) Put the protect key device in a conductive bag and
pass it to the user with the iR Series Security Sys-
tem Setup Tool CD-ROM.

Instruct the user to store them securely.



